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1.Introduction

2.This document describes how to change the security configuration with 2-step verification turned on or off for
Google accounts to work with HP Multifunction Printers (MFPs) using smtp.gmail.com.

3.NOTE: When creating a new Google account, the 2-Step Verificationis setto “Off” by default. Ifthe 2-
Step Verification is setto “On”, the Google account is more secure.

4.When reading through this document it will be the choice of the Representative and client as to which method
to use.

5.2-step Verification

6.Use one of the following methods to set the 2-step Verification to *On” or “Off” on an HP MFP using
smtp.gmail.com.

7.Set the 2-step Verification to “On”

8. From your google account home page select the Security tab on the left side vertical menu.
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1. Setthe 2-step Verification to the “"On"” option and follow the setup steps. When finished, select App
passwords.
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3. Click the Select app drop-down list, and then select Other (Custom name).

You don't have any app passwords.
Select the app and device you want to generate the app password for.

Select app Select device
Mail
GENERATE
Calendar
Contacts

YouTube

Other (Custom name)

1. Enter smtp.gmail.comin the text box, and then click then click the GENERATE butfon.

You don't have any app passwords.
Select the app and device you want to generate the app password for.

smtp.gmail.com| >4

3.NOTE: When you click GENERATE, you will geta Generated app password. This passwordis what you
will use for Authentication in the HP MFP instead of your Google account password.

Generated app password

Your app password for your device
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How to use it

i Go to the settings for your Google Account in
securesally@gmail. com the application or device you are trying to set
up. Replace your password with the 16-
Password character password shown above.

Just like your normal password, this app
password grants complete access to your
Google Account. You won't need to remember
it, so don't write it down or share it with
anyone.
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1.Set up scan to email (2-step Verificationis set to "On")

2.Find the IP address of the HP MFP and then follow these steps to set up scan to email:

3. Onaweb browser, type the IP address or host name of your printer to open the Embedded Web
Server (EWS).

4. Sign inusing the administrator credentials in the EWS home page.

Click the Scan/Digital Send tab.

Select the Enable Scan to Email check box, and then click the Apply bution.
Under the Outgoing Email Servers (SMTP) secfion, click the Add... bution.

© N o o

Select | know my SMTP server address host name option, ty pe the following address
smtp.gmail.com”, and then click the Next button.
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‘@\x ow my SMTP server address or host name: * [ smtp.gmait.con | ‘

1. Adjust the sefings on the Set basic information necessary to connect to the server section.

Server Name * Port Number *
smtp.gmail.com 587

T Server

Enable SMTP SSL/TLS Protocol

Validate certificates for outgoing server connections

1. Selectthe Server requires authentication option, and then select Always use these credentials from
the drop-down list.

2. Inthe User Name textbox, enter your Google account Email. In the Password textbox, enter the
Generated App Password with no spaces, and then click Next.

Outgoing Email Servers (SMTP)

Server Authentication Requirements

Server does not require authentication

Your app password for your device
@ server requires authentication
Always use these credentials vi| _— mige vliwl apav mbev
User Name: * Password: *
test@gmail.com

1. Review the options in the Server Usage section.
2. Click the Test bution inthe Send Test Email text box for testing.
3. Make sure 1o click the Apply button to set up the scan settings.
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1.Set up scan to email (2-step Verificationis set to “Off")
2.Find the IP address of the HP MFP and then follow these steps to set up scan to email:

3. Onaweb browser, type the IP address or host name of your printer to open the Embedded Web
Server (EWS).

4. Sign inusing the administrator credentials in the EWS home page.

Click the Scan/Digital Send tab.

Select the Enable Scan to Email check box, and then click the Apply bution.
Under the Outgoing Email Servers (SMTP) section, click the Add... button.

Select | know my SMTP server address host name option, ty pe the following address
smtp.gmail.com”, and then click the Next button.

© N o o

w

‘@n.iu.’\!,‘:"W:-:n:l:jj-‘:::, nost name:* | smtp.gmait.con | ‘

1. Adjust the sefings on the Set basic information necessary to connect to the server section.

Server Name * Port Number *
smtp.gmail.com 587
Host name or IP addres

u Enable SMTP SSL/TLS Protocol

Validate certificates for outgoing server connections

1. Selectthe Server requires authentication option, and then select Always use these credentials from
the drop-down list.

2. Inthe User Name textbox, enter your Google account Email. In the Password textbox, enter your
password for your Google account, and then click Next.

Outgoing Email Servers (SMTP)

Server Authentication Requirements
Server does not require authentication
@ Server requires authentication
Always use these credentials W

User Name: * Password: *
test@gmail.com

1. Review the options in the Server Usage section.
2. Click the Test bution inthe Send Test Email text box for testing.
3. Make sure to click the Apply button to set up the scan seftings.
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hp.com/go/support

CurrentHP driver, support, and security alerts
delivered directly to your desktop.

© Copyright 2020 HP Development Company, L.P. The information contained herein is subject to change without notice. The only
wamanties for HP products and services are set forth in the ex press wamanty statements accompanying such products and
services. Nothing herein should be construed as constituting an additional wamanty. HP shall not be liable for technical or
editorial emors or omissions contained herein.

c06638487ENWW, Edition 2, Created on May 2020
Updated June 2020



